UBND TINH THANH HOA CONG HOA XA HOI CHU NGHIA VIET NAM
SO TAI NGUYEN VA MOI TRUONG Déc 1ap - Tw do - Hanh phuc

Sb: 4138 /STNMT-DLTT Thanh Hod, ngay 15thing 5 ndam 2024

V/v canh bdo cac 10 hong bao mat nghiém
trong va chién dich tan cong mang bing mi
doc bién thé mai vao cac hé thdng thong tin
cua cac co quan, don vi.

Kinh gui: Truong cac don vi thudc S&

S Tai nguyén va Moi trudng nhan duge Cong vin sd 152/TTCNTT&TT-
QTHT ngay 09/5/2024 cua Trung tam Cong ngh¢ thong tin va Truyén thong vé viéc
canh bao cac 16 hong bao mat nghiém trong va chién dich tdn cong mang bang ma
doc bién thé mai vao cac hé thong thong tin cua cac co quan, don vi. Theo cac canh
bé&o an toan thong tin ctia Cuc An toan thong tin, B Thong tin va Truyén thong va
qua cong tac giam sat an toan thong tin mang, ghi nhan cac chién dich tin cong
nham vao cac thiét bi mang Cisco co mirc 46 nghiém trong anh huong toi cac hé
thdng thong tin va nguy co mat an toan thong tin. Cu thé nhu sau:

- V& 16 hdng bao mat anh huémg nghiém trong trong phan mém PAN-OS.
(Thong tin chi tiét cac lé héng bao mdt co tai Phu luc I kem theo).

-oVé 16 hdng an toan thong tin anh huéng cao va nghiém trong trong cac
san pham Microsoft cong bo thang 04/2024.

Ngay 09/04/2024, hang Microsoft da phat hanh danh sach ban va bao mat
dinh ky thang 4/2024 v&i 147 10 hong an toan thong tin trong cac san pham cua
minh. Ban phat hanh thang nay dac biét dang cha ¥ vao cac 10 hong an toan thong
tin ¢6 mic anh hudng cao va nghiém trong sau:

(1) L5 hong an toan thong tin CVE-2024-20678 trong Remote Procedure Call
Runtime (RPC) cho phép doi tuong tan cong thuc thi ma tur xa.

(2) Lo héng an toan thong tin CVE-2024-29988 trong SmartScreen cho phép
dbi tuong tin cong vuot qua co ché bao vé.

(3) 03 16 hong an toan thong tin CVE-2024-21322, (;VE-2024:21323,
CVE2024-29053 trong Microsoft Defender for IoT cho phép doi tuong tan cong
thuc th1 ma tr xa.

(4) L hong an toan thong tin CVE-2024-20670 trong Outlook for Windows
lam 16 lot NTML hash, cho phép doi tuong tan cong thuc hién tan cong gia mao
(spoofing).

(5) Lb hong an toan thong tin CVE-2024-26256 trong thu vién ngudn mo
libarchive cho phép doi tugng tan cong thuc thi ma tu xa.

(6) L hong an toan thong tin CVE-2024-26257 trong Microsoft Excel cho
phép ddi tugng tin cong thuc thi ma tir xa.



(7) 07 16 hong an toan thong tin CVE-2024-26221, CVE-2024-26222,
CVE2024-26223, CVE-2024-26224, CVE-2024-26227, CVE-2024-26231, CVE-
2024- 26233 trong Windows DNS Server cho phép doi tugng tan cong thuc thi ma
tur xa.

o ® Lf) héng an toan thong tin CVE-2024-26234 trong Proxy Driver cho phep
doi tuong tan cong thuc hién tan cong gid mao (spoofing).

(Théng tin chi tiét cdc 16 hong bdo mdt cé tai Phu luc II kém theo).
- Phat hién ma dgc trojan Redline Stealer

Ma doc Trojan Redline Stealer hién dang duoc sur dung dé tan cong vao hé
thong thong tin ctia nhiéu co quan, to chirc. Trong d6, ghi nhan mot bién thé méi
ciia ma doc Trojan Redline Stealer da dugc phat hi¢n trén khong gian mang, ma doc
nay duoc thiét ké danh riéng dé thuc hién cac hanh vi doc hai. S6 liéu thdng ké cho
thdy ma doc dang rat phd bién trén toan thé gidi khi n6 1ay nhiém va tan cong. Dé
dam bao an toan cho hé théng thong tin, cic co quan, to chirc can thuc hién kiém
tra, ra so4t va chuan bi cac phuong an xtr 1y kip thoi khi phat hién c6 du hiéu bj tin
cong.

(Théng tin chi tiét xem tai Phu luc III kém theo)
- Chién dich tin cong méi nhiam vao cac thiét bi mang Cisco

Qua cong tac gidm sat an toan khong gian mang quoc gia, Cuc An toan thong
tin, B Thong tin va Truyen thong, ghi nhan chién dich tan cong mang ArcaneDoor
anh hudéng dén cac thiét bi mang Cisco. Khi truy cap dugc vao cac thiét bi nay, doi
tuong tan cong co thé diéu hudng hodc diéu chinh lru lugng mang, theo di lién lac
trong mang va thyc hién hanh dong trai phép.

(Thong tin chi tiét ¢6 tai Phu IV luc kém theo)

Pé tang cudng chu dong phong ngira cac rii ro mat an toan thong tin tai cac
h¢ thong thong tin va may tinh ctia cac don vi, Gidm doc S¢ ¢o y kién chi dao nhu sau:

1. Giao Truong cac don vi truc thudc Sé chi dao cac bd phan, ca nhan thuc hién:

- Chudong kiém tra, ra soat, xac dinh may tinh st dung hé diéu hanh Windows
c6 kha nang bi anh hudng (néu cd). Thuc hién cap nhat ban va kip thoi d€ tranh nguy
co bi tan cong.

- Trong qué trinh thuc hién, néu gap khé khin, vudng mac vé ky thuat lién
quan dén cac ndi dung, cong viée lién hé véi T6 tng ctru su ¢d An toan thoéng tin
mang S¢ Tai nguyén va Moi truong hoac Trung tam Dt 1iéu thong tin tai nguyén va
moi truong (don vi phu tradch an toan thong tin mang cua S truc tiép theo doi, chi
dao hoat dong cua To tmg ctru sy ¢d).

2. Giao Trung tam Dir liéu thong tin tai nguyén va moi truong:

- T6 chire kiém tra, ra soat va xac dinh mdy tinh trong pham vi co quan dang
st dung hé diéu hanh Windows c6 kha nang bi anh huong (néu c0), thyc hién cap
nhat ban va kip thoi dé tranh nguy co bi tin cong. Déi voi cac phan mém PAN-OS



(néu cé) dang sir dung c6 kha niang bi anh huéng boi 16 hong can khan truong danh
gia va thuc hién nang cap 1én phién ban méi nhét.

- Chi dao T6 tng ciru su ¢d Sd, to chire tién hanh kiém tra, ra soat va khoanh
vung tim kiém dé g& bo mi doc dang 1ay nhiém trén cac may tinh trong hé thong
mang cua S&, xu 1y, ngan chan su cd mét an toan thong tin néu co tai Co quan S&
va cac don vi tryc thugc S¢ Tai nguyén va Moi truong.

- Diang tai huéng dan k¥ thuat cach thirc thyc hién chi tiét d6i véi 16 hong bao
mat 1én Cong thong tin dién tir cua So.

Theo cac nd1 dung trén, yéu cau cac don vi nghiém tic trién khai thuc hién./ Z

Noi nhén: KT.GIAM POC
- Nhu trén; 7 PHO GIAM POC
- Giam dde S6 (dé ble); ,

- Cong thong tin dién tir So;
- Luu: VT, TTDLTTTNMT.

Nguyén Khanh Toan



Phu luc I
THONG TIN VE CAC LO HONG AN TOAN THONG TIN

1. Théng tin cac 16 hong bao mat

M0 ta: L6 hdng CVE-2024-3400 (Piém CVSS: 10) anh huong trén phan
mém PAN-OS trong gateway GlobalProtect hi¢n dang bi sir dung dé khai thac. Dol
tugng tan céng khai thac 15 hong chen Iénh nay c6 thé thuc thi ma tir xa véi quyén
root trén tuwong lra. L& hong gay anh huong cho tuong lura cau hinh trén
GlobalProtect gateway va telemetry cua thiét bj.

L& hong nay anh hwéng dén cac phién ban:
- PAN-OS 11.1 trudc ban 11.1.2-h3
- PAN-OS 11.0 trude ban 11.0.4-g1
- PAN-OS 10.2 trudc ban 10.2.9-h1

Bén va cho céc phién ban b1 anh huéng s€ dugc phat hanh ngay 14/04/2024,
nguoi dung nén cap nhat ngay khi kha dung.

Duéi diy 1a mot s6 IoC dwoe ghi nhin:

- Update.py
-3de2a4392b8715bad070b2ae12243f166ead37830f7c6d24e778985927f9 caac
-5460b51da26c060727d128f3b3d6415d1adc25af6a29fef4cc6b867ad365 9078
172.233.228[.]193

e hxxp://172.233.228[.]93/policy

o hxxp://172.233.228[.]93/patch

¢ 66.235.168[.]222

2. Huéng dan khic phuc

Trudce mat nguoi dung nén bat Threat ID 95187 va dam bdao cac bién pha
bao mat 16 hong da duoc ap dung cho GlobalProtect. Trong truong hop khong thé
bat Threat ID 95187, ngu01 dung nén tam thoi tat chirc ning telemetry trén thiét bi
cho t6i cap nhat ban va va chi nén bat lai sau khi da cap nhat ban va. Cac bude dé
thuc hién viée tit telemetry nhu sau:

1. Device > Setup >Telemetry;

2. Chon widget Telemetry;

3. Bo chon myc “Enable Telemetry™;
4. Bam OK dé Iuu thay d6i.

3. Tai liéu tham khao

https://security.paloaltonetworks.com/CVE-2024-3400
https://www.csa.gov.sg/alerts-advisories/alerts/2024/al-2024-040



Phu luc II:

THONG TIN CAC LO HONG BAO MAT THANG 4/2024

1. Théng tin cac 16 hong bao mat:

ma tur xa.

- Anh huéng: Windows 10,
Windows 11; Windows Server
2008, 2012, 2016, 2019, 2022.

T CVE Mo ta Linh tham khao
- Piém: CVSS: 8.8 (Cao) https://msrc.microsoft.com/up
- M6 ta L) hong trong Remote date-guide/vulnerability/
Procedure Call Runtime (RPC) cho | 2024-20678

1 CVE-2024-20678 phép doi tugng tan cong thuc thi

- Piém: CVSS: 8.8 (Cao)
- M6 ta: LS hong trong
SmartScreen cho phép d6i tuong

https://msrc.microsoft.com/up
date-
guide/vulnerability/ CVE2024-

cho phép ddi tuong tan cong thuc
hién tin cong gia mao (spoofing).

2 | CVE-2024-29988 | tan cong vuot qua co ché bao vé. | 29988
- Anh huéng: Windows 10,
Windows 11; Windows Server
2019, 2022.
- Piém: CVSS: 8.8 (Nghiém trong) | https://msrc.microsoft.com/up
- M5 ta: : L hong trong Microsoft | date-
Defender for IoT cho phép doi quide/vulnerability/ CVE2024-
tuong tan cong thuc thi ma tir xa. 21322
- Anh huéng: Microsoft Defender | https://msrc.microsoft.com/up
CVE-2024-21322 | for loT. date-
3 CVE-2024-21323 quide/vulnerability/ CVE2024-
CVE-2024-29053 21323
https://msrc.microsoft.com/up
date-
guide/vulnerability/ CVE2024-
29053
- Piém: CVSS: 8.1 (Cao) https://msrc.microsoft.com/up
- Mo ta: Ld hong trong Outlook for | date-
4 CVE-2024-20670 | Windows lam 10 1ot NTML hash, guide/vulnerability/ CVE2024-

20670



https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-21322
https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-21322
https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-21322
https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-21322
https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-21323
https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-21323
https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-21323
https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-21323

- Anh huong: Outlook for
Windows.

CVE-2024-26256

- Piém: CVSS: 7.8 (Cao)

- Mo ta: Lb hong trong thu vién
ngudn mé libarchive cho phép dbi
tugng tin cong thyc thi ma tir xa.
- Anh huong: Windows 11;
Windows Server 2022,

https://msrc.microsoft.com/up
date-quide/vulnerability/
CVE-2024-26256

CVE-2024-26257

- Piém: CVSS: 7.8 (Cao)

- M6 ta: LS hong trong Microsoft
Excel cho phép dbi twong tin cong
thuc thi ma tir xa.

- Anh huéng: Microsoft 365 Apps
for Enterprise, Microsoft Office
LTSC for Mac.

https://msrc.microsoft.com/up
date-

guide/vulnerability/ CVE2024-
26257

CVE-2024-26221
CVE-2024-26222
CVE-2024-26223
CVE-2024-26224
CVE-2024-26227
CVE-2024-26231
CVE-2024-26233

- Piém: CVSS: 7.2 (Cao)

- M6 ta: LS hong trong Windows
DNS Server cho phép dbi tuong tan
cong thyc thi ma tir xa.

- Anh huéng: Windows Server
2016, 2019, 2022.

https://msrc.microsoft.com/up
date-
guide/vulnerability/CVE2024-
26221
https://msrc.microsoft.com/up
date-

guide/vulnerability/ CVE2024-
26222
https://msrc.microsoft.com/up
date-

guide/vulnerability/ CVE2024-
26223
https://msrc.microsoft.com/up
date-

guide/vulnerability/ CVE2024-
26224
https://msrc.microsoft.com/up
date-

guide/vulnerability/ C\VE2024-
26227
https://msrc.microsoft.com/up
date-

guide/vulnerability/ CVE2024-
26231



https://msrc.microsoft.com/up%20date-guide/vulnerability/%20CVE-2024-26256
https://msrc.microsoft.com/up%20date-guide/vulnerability/%20CVE-2024-26256
https://msrc.microsoft.com/up%20date-guide/vulnerability/%20CVE-2024-26256
https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-26257
https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-26257
https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-26257
https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-26257

https://msrc.microsoft.com/up

date-
guide/vulnerability/ CVE2024-
26233
- Piém: CVSS: 6.7 (Cao) https://msrc.microsoft.com/up
- M6 ta: L3 hong trong Proxy date-
Driver cho phép ddi tugng tin cong | guide/vulnerability/CVE2024-
thuc hién tan cong gia mao 26234

CVE-2024-26234 .
(spoofing).

- Anh huong: Windows 10,
Windows 11; Windows Server
2008, 2012, 2016, 2019, 2022.

2. Huéng din khic phuc:
Phwong phap 1: Kiém tra lich st cap nhat trén may chi
- Windows Server 2012:
Truy cap Windows Update > View update history > Kiém tra ma ban cap nhat
da dang véi ma phién ban can cap nhat tai muc 2.1.
o3 View update history [=Te =

“ * T |% » Control Panel » System and Security » Windows Update » View update history [ Search Control Panel o

Review your update history

Check the Status eclumn to ensure all important updates were successful. To remeve an update, see Installed Updates,
Troubleshoot problems with installing updates
MName Status Importance  Date ifistalled
Fecun"ty Updiate for Windows (KBA57T1723) Succeeded Impaortant 9r15/2020 I

- Windows Server 2016 tré 1én/ Windows 10: 7
Truy cép Setting > Update & Security > Update history > Kiém tra ma ban cap
nhat da dung vo1 ma phién ban can cap nhat tai muc 2.1.

< Settings
& Home Update status
| Find a setting | Updates are available.
« Update for Windows Defender Antivirus antimalware platform - KB4052623 (Version 4.18.2001.10).
da Secur

Updates are ready to install

< Windows Update

Install now
¥ Windows Defender
D Recovery
© Activation Update settings

Phwong phap 2: Str dung CommandLine



https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-26233
https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-26233
https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-26233
https://msrc.microsoft.com/up%20date-guide/vulnerability/CVE2024-26233

- Céch thtrc truy cap CommandLine:

+ Vao thanh céng cu Start > Run > g0 cmd.exe va chon OK

+ Vao thanh cong cu Start > G& cmd tai 6 tim kiém va an ENTER
St dung 1é€nh systeminfo | findstr KB(mé kb tai muc 2.1)

- Vi du: systeminfo | findstr KB5003681

+ V61 nhitng may chu da update s€ hién thong tin:

Command Prompt

icrosoft Windows [Uersion 6.3.96881]
(c?> 2813 Microsoft Corporation. All rights reserved.

systeminfo | findsty» KB5803681
[1431: KB5883681

+ V&1 nhitng may chu chua update, s€ khong hién ra thong tin:

EX Command Prompt - O X

3. Hwéng din thwe hién cip nhit bin va

3.1. Poi véi hé thong khong c6 may chi WSUS

- Bude 1: Kiém tra OS, version hé diéu hanh dang str dung:
Céch 1: Chon thanh Start > G winver > Enter dé kiém tra:



All Apps Documents
Best match
|i 1 winver
Run command
| Search the web
A2 winver - see web results >
I L w'rnver{

Cach 2: Chon Setting > Nhap 6 tim kiém “About this PC” (hoic chudt phai This
PC > Properties)



Settings

@ Gaming
Xbo

Mode

Q

Upd.

Window
bach

z] Personalizfnlon

Background, lock

x Gamne Bar, captures, Game

Update & Security

Windows Settings

I about] X

(0 About your PC

See if you have a 32-bit or 64-bit version of

Devit © Y dows

L2 Taskbar notification area

Hear advanced information about controls

g—
a— A 3
= PPE LI hen navigating

Uning

featy 1 3
3 System
(:1_7 .Ease Show all results

Bluet | iPhone

@ Network & Internet
Wi-Fi a »de, VPN

rplane m

() Time & Langua:
Y SR

region, date

ﬁ Privacy

Location, camers, mic

Kiém tra myc: Windows Specifications

Settings

@ Home

Find a setting

System

3 Display

49 Sound

Notifications & actions

Focus assist

Power & sleep

=2 Storage

A Tablet

Hi Multitasking
Projecting to this PC

Shared experiences

About

Product ID
System type
Pen and teuch Mo g

i-based processor

¢ this display

Copy

Rename this PC

Windows specifications

Edition Windows 10 Pro
Version
Installed on
05 build
Experience

Copy
Change product key or upgrade your edition of Windows
Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms

Systermn protection
Advanced system settings

Rename this PC {advanced)

& Gethelp

T Give feedback

- Budc 2: Download ban va tai

https://www.catalog.update.microsoft.com/Home.aspx




Tai 6 Search nhap ma kb phu hop dua vao bang trén muc 2.1

4
Microsoft'Update Catalog

| e

Tt e b T MRt ekt Cotadog SAr We ward pet Sk VL (4 e Ovp 64 o7l 15 n
d 1 provede st weh o thoughts and wgeIbon. T2 et staded Ui the win erb @ oot Mt
ArwTve in the S b e or VIO o FAQ) N weart?: S

- Bu6c 3: Tim va tai ban cap nhat pht hgp cho may chii hé diéu hanh

», =
Micrusnl pdlite Catalog

01 help

) Search results for “5003681°

Upsiates: 1- 3 of 3 (paga 107 1) . Previous | Next
| Tise |P|lllms _(usxiium Last Upaated !IM :Sﬂ! ‘ Denaniosd |
Windows B.1 Security Updates w0 P 3T MB /w‘
Windows B.1 Security Updates #7201 s 4ME [ Downkad |

| Security Updates &2 o 67M8 Donriond

o 2021 Microsch Corporation. Al Rights Reserved. | privacy | tesms ciuse | help |

oft Update Catalog - Profile 1 - Microsoft Edge

https:/ wwhw.catalog.update. microsoft.oom

Download

Download Updates

2021-06 Security Only Quality Update for Windows Server 2012 R2 for x64-based Systems
(KBES003681)

rwi ndows8.1-kb5003681-x641_b153926f601015f8734d2b285b936eTd6441c3 ?Bi.msu1

Close

- Budc 4: Cai dat ban cap nhat da tai 1én ting may



0 Windows Update Standalone Installer

Do you want to install the following Windows software
update?

ecurity Update for Windows (KBS003681)

ST [ETE

Wy The updates are being installed

Installation status:
Initizhizing installation... |

- Buodc 5: Khéi dong lai may chu sau khi tién hanh cai dit ban cap nhat.

3.2. P6i v6i h¢ thong sir dung WSUS 7
- Budc 1: Vi cac hé thong sir dung may chu WSUS dé quan tri cac ban cap nhat
tap trung, nhap ma kb phu hop dua vao bang trén muc 2.1.



Search x
Search the title, description, Knowledge Base article number, or the Microsoft
Security Response Center number of all updates.

Close
Text: [5003681 | '

Update Title

2021-06 Secunity Only Quality Update for Windows Server 2002 R2 for x64-based Systems (KBS

- Budc 2: Chon Approve va chon group hé diéu hanh phu hop véi ban update



Search

>

Updster Computers
Search the title, description, Knowledge Base article number, or the Microsoft cl
Security Response Center number of all updates. | o
T""I_ [#571723 1 |
Update Title
2020-03 Security Only Chug 12 R2 for x6d-based Systems (KB4571723)

Approve... I

Decline

Revision History
Status Report

Ly
Approve Updates X
E?;";‘f To approve an update, select the group from this list of groups, click the arrow, and choose the type
‘ a‘ of approval.
Computer Group Approval Deadline
@ | Al Computers Install 6/16/2021 3:00 AM
a' v Unassigned Computers Install (inherited) 6/16/2021 3:00 AM (inherited)
_&'7;‘ Windows 10 Install (inherited) 6/16/2021 3:00 AM (inherited)

|

<

“| Windows Server 2012 Install (inherited) 6/16/2021 3:00 AM (inherited)
Lv B DC-2012

Install (inherited) ©6/16/2021 3:00 AM (inherited)

9 : Ctri+l  116/2021 3:00 AM (inherited)
Approved for Removal Ctrl«R  116/2021 3:00 AM (inherited)
Not Approved Ctri+=N
@ The files fo Deadline hVeAu.pdatécan‘ be approi/ed but will not be
_available tc
Same as Parent Ctrl+P
Cancel
Apply te Children Ctri+C

- Budc 3: Cai dat ban cap nhat va khoi dong lai may chu.

3.3. Kiém tra lai ban cai dit trén may cha

Céc budc thyc hi¢n tuong ty & muc 2.2.

4. P6i v6i nhirng hé thong chwa cip nhit dwge DC

- Budc 1: Vao may chu DC, chon Start > Nhap services.msc > Enter




B

Apps

*  Windows Server Update Services >
* Component Services >
“ Microsoft Azure Services >
Analysis Services Deployment N
Wizard 18
= Active Directory Sites and Services >
Settings
5 Use online services with Narrator >
A Do not allow Microsoft to use your N
voice to improve speech services
Search the web
£ service - See web results >
£ service

- Budc 2: Tai muc Services, tim dén muc Print Spooler > chudt phai
chon Properties



O Services (Local,
Print Spooler Name

-

Description  Status Startup Type
i Peformance Counter DLL ...  Enables rem... Manual
Stop the service L% Performance Logs & Alerts  Performanc... Manual
Restart the service 4. Plug and Play Enablesac.. Running Manual
. Portable Device Enumerator... Enforces gr.. Running Manual (Trig...
Description: . Powe 3nagesp...  Running Automati
This senr_ice 5P°'?|5 P"i“'j°b5 ‘f‘d Epn This service ... Running Automatic
handles interaction with the pnnter.' W Printer Extensions and Notit... “Manual
if you turn off this service, you won't > 3 2 f
be able to print or see your printers, -~ Problem Reports and Soluti... This service ... Manual
4, Remote Access Auto Conne... Creates a co... Manual
J, Remote Access Connection... Manages di... Manual
4, Remote Desktop Configurat... Remote Des.. Running Manual
%, Remote Desktop Services Allows user.. Running Manual
...‘5. Remote Desktop Services U... Allowsther.. Running Manual
., Remote Procedure Call (RPC) TheRPCSS.. Running Automatic
£ Remote Procedure Call (RP... In Windows... Manual
' Remote Registry Enables rem... Disabled
J, Resultant Set of Policy Provi... Provides a n... Manual
“% Routing and Remote Access  Offers routi... Disabled
A RPC Endpeint Mapper Resolves RP... Running Automatic
£ Secondary Logon Enables star.. Running Manual
£, Secure Socket Tunneling Pr... Provides su... Manual
<| n |

Log 4
Loc
Loc
Loc
Lec!

Loc
Loc
Loc

Net §
Loc
Net
Net
Loc!
Loc
Loc
Net
Loc
Loc/ |}

- Budc 3: Chon Startup Type: Disable; Services Status

- Stop



Service name:; Spooler
Dizplay name: Prirt Spooler

Description: iz service spools print jobs and handles interaction -
’ the printer. lmtumdfmism,ymmn't%

Fesume

Stopped
e

fram here.

You can specify the start parameters that apply when you start the service

Start parameters: |

- Budc 4: Chon OK dé hoan thanh thiét 1ap.




Phu luc ITI
THONG TIN CHI TIET VE MA PQC

1. Thong tin chi tiét vé mi dc trojan Redline Stealer

RedLine Stealer 12 ma doc xuat hién 1an dau tién vao khoang thang 3 nam
2020, ma doc nay co kha niang trich xuét thong tin dang nhap tir nhidu ngudn khéc
nhau, bao gdém trinh duyét web, tmg dung FTP, email, Steam, tng dung nhan tin va
VPN.

Mot bién thé méi ctia ma doc trojan Redline Stealer da dugc phat hién trén
khong gian mang, ma doc nay trién khai cac bytecode Lua dé thyc hién cac hanh vi
doc hai. Dir liéu cho thdy ma ddc dang rat pho bién khi no 1ay nhiém trai dai Bac
My, Nam M§, Chau Au, Chau A va Uc.

Cac don vi o thé tai xudng cac ma IOC tai https://alert.khonggianmang.vn/

Duéi diy 13 mét s6 IoC dwoce ghi nhan

Cheat.Lab.2.7.2.zip 5e37b3289054d5e774c02a6ec491
5a60156d715f3a02aaceb7256cc3e bdc6610
Cheat.Lab.2.7.2.zip https[:]//github[.Jcom/microsoft/vcpkg/files/1412
5503/Cheat.Lab.2.7.2.zip

lua51.dll 873aa2e88dbc2efa089e6efd1c8a5370e04c9f5749
d7631f2912bcbh640439997

readme.txt 751f97824cd211ae710655e60a26885cd79974f0f
0abe4e582e3b635492b4cad

compiler.exe dfbf23697cfd9d35f263af7a455351480920a95bfc
642f3254ee8452ce20655a

Redline C2 213[.]248][.]43[.]58

Trojanised Git Repo hxxps://github.com/microsoft/STL/files/1443256
5/Cheater.Pro.1.6.0.zip

2. Tai liéu tham khao https://www.mcafee.com/blogs/other-blogs/mcafee-
labs/redline-stealer-anovel-approach/



https://alert.khonggianmang.vn/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/redline-stealer-anovel-approach/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/redline-stealer-anovel-approach/

Phu luc IV
THONG TIN CHI TIET CHIEN DICH TAN CONG

1. Thong tin chi tiét vé chién dich tan cong

Chién dich tin cong mang ArcaneDoor anh hudng dén céc thiét bi mang
Cisco. Khi truy cdp duoc vao cac thiét bi nay, ddi twong tan cong c6 thé diéu hudng
lai hodc diéu chinh luu luong mang, theo doi lién lac trong mang ludi va thuc hién
hanh dong trai phép.

Trong thoi gian vira qua, da cho thay su gia tdng cua cac chién dich tan cong
nhim vao thiét bi mang trong linh vuc cung cap dich vu vién théng va t6 chic ning
lugng. Vao dAu nam 2024, trong mot cude diéu tra phan tich da phat hi¢n dugc mot
nhom tin cong méi hién dang duoc theo ddi dudi tén UAT4356 boi Talos va
STORM-1849 b1 Microsoft Threat Intelligence Center.

Pugc biét UAT4356 di trién khai hai backdoor trong chién dich 1an nay, c6
tén “Line Runner” va “Line Dance”, ¢4 hai dugc str dung dé thuc hién cac hanh vi
doc hai 1én thiét bi bi anh hudng, bao gdm: diéu chinh ciu hinh, do tham, theo
ddi/trich xuat luu luong mang va leo thang dic quyén.

Thong qua qua trinh diéu tra phan tich, cic nha phan tich thy rang cac nhom
tan cong thuong trién khai ma doc, thyc thi ma tir xa trén thiét bi bi anh huong. Hai
16 hong bi khai thac gom co:

(1) CVE-2024-20353 (Piém CVSS: 8.6 — Cao) ton tai trén Cisco Adaptive
Security Appliance (ASA) Software va Cisco Firepower Threat Defense (FTD)
Software cho phép d6i twong tan cong thuc hién tin cong tir chdi dich vu.

(2) CVE-2024-20359 (Piém CVSS: 6.0 - Trung binh) ton tai trén Cisco
Adaptive Security Appliance (ASA) Software va Cisco Firepower Threat Defense
(FTD) Software cho phép dbi tuong tin cong thyc thi ma tiy ¥ voi dic quyén root.

Céac don vi co thé tai Xuong cac ma IOC tai https://alert.khonggianmang.vn

Duéi diy 13 mét s6 IoC dwoe ghi nhan

192.36.57[.]181

185.167.60[ ]85

185.227.111[]17

176.31.18[.]153

172.105.90[.]154

185.244.210[.]120

45.86.163[.]224

172.105.94[.]93

213.156.138[.]77

89.44.198[.]189

45.77.52[]253 103.114.200[.]230
212.193.2[.]48 51.15.145[.]37
89.44.198[.]196 131.196.252[ ] 148

213.156.138[ ]78

121.227.168[.]69



https://alert.khonggianmang.vn/

213.156.138][.]68 194.4.49[.16
185.244.210[.]65 216.238.75[.]155
2. Hwéng dan khic phuc

- Kiém tra lai cac ,thiét bi mang ctia doanh nghiép, td chure déng thoi thuc hién
cap nhat ban v4 mai nhat

- Ghi chép lai sy ki¢n ctia thiét bi vao mot dia diém bao mat tap trung.

- St dung xac thuc da budc (MFA) bao mat cao.

3. Tai liéu tham khio

https://blog.talosintelligence.com/arcanedoor-new-espionage-focused-
campaign-found-targeting-perimeter-network-devices/
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